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Autonomous vehicles are 
becoming ubiquitous and  
are having a greater impact 
on our everyday life. A 

dependable and reliable autonomous 
driving system that will not only re 
duce the number of accidents but also 
m i n i m i ze d r iv i ngrelated hu ma n 
stress is in demand. However, recent 
fatal accidents due to the application 
of immature and unreliable autono
mous vehicle software have under
mined our trust in these systems. In 
response, this theme issue solicits 
original work that makes important 
contributions to ensure the safety, 
security, and reliability of autono
mous vehicle software.

Below is a summary of the six arti
cles accepted for this issue.

The first article is “Safety, Complex
ity, and Automated Driving: Holistic Per
spectives on Safety Assurance” by Simon 
Burton, John McDermid, Philip Garnet, 
and Rob Weaver. The authors propose 
a framework to identify, analyze, and 
manage factors that impact the safety of 
complex automated driving systems.

The second article, “Blockchain 
Based Continuous Auditing for Dynamic 
Data Sharing in Autonomous Vehicu
lar Networks,” emphasizes that cloud 
servers have made it possible to share 
massive data between autonomous 
vehicles to improve the driving experi
ence and service quality. Data security 
is an important issue that needs to be 
addressed. The authors are Haiyang Yu, 
Shuai Ma, Qi Hu, and Zhen Yang. 

The third article, by Sachin Mot
wani, Tarun Sharma, and Anubha 
Gupta, is “Ethics in Autonomous Vehi
cle Software: The Dilemmas.” The ethi
cal dilemma is a major challenge faced 
by the automobile industry while 
designing safe, secure, and reliable 
software for autonomous vehicles. The 
article presents some novel solutions 
to this problem.

T he fou r t h a r t ic le,  “A n On l i ne  
MultistepForward VoltagePrediction 
Approach Based on an LSTMTD Model 
KF Algorithm,” is authored by Ye Ni, 
Zhilong Xia, Chunrong Fang, and 
Zhenyu Chen, and Fangtong Zhao. 
Since the existing approaches often 
take too much time to predict the 
remaining voltage for battery man
agement in electronic vehicles, a mul
tistepforward approach combining 
a long shortterm memory time dis
tributed model a nd a K a l ma n f i l
ter algorithm is recommended for 
timeefficient voltage prediction.

The title of the fifth article is 
“ To w a r d I m pr o v i n g Con f id e nc e 
i n Autonomous Vehicle Software: 
A Study on Traffic Sign Recognition 
Systems,” with Koorosh Aslansefat, 
Sohag Kabir, Amr Abdullatif, Vinod 
Vasudevan Nair, and Yiannis Papa
dopoulos as the authors. It reviews 
the issue of distributional shift and 
its i mpl icat ions for t he sa fet y of 
learningbased classification tasks in 
autonomous vehicle software. SafeML 
II (an extension of SafeML) using a  
bootstrapbased pvalue calculation 

is presented to improve the empirical 
cumulative distribution function 
based statistical distance measure.

The last article, by Jack Toohey, 
M S Raunak, and Dave Binkley, is 
“From Neuron Coverage to Steering 
Angle: Testing Autonomous Vehicles 
Effectively.” The authors explore the 
use of image transformation to create 
new test images and how these images 
impact the neuron coverage achieved 
by a deep neural networkbased system 
for autonomous vehicle operations.

We would like to thank the 
authors of the six articles in 
this issue for sharing their 

knowledge and experiences on how 
to improve the safety, security, and 
reliability of autonomous vehicle soft
ware. We also thank all of the review
ers for helping us evaluate the articles 
and selecting those of high quality to 
be included in this theme issue. Special 
appreciation also goes to Dr. Jeffrey 
Voas, editor in chief of Computer, and 
IEEE staff members for their support 
during the preparation of this issue. 
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This special issue is focused on the safety, security, and reliability 

of autonomous vehicle software. Among all of the submissions, 

five articles were accepted covering different topics of the scope.


